
Guide to Self-
Defence Tools

Considering that we are living in what 
Mark Zuckerberg has called the age 
when privacy is over, there are a sur-
prising number of  alternatives devel-
oping in the most common systems and 
solutions for sharing data online. From 
the social networks to email, and pass-
ing through search engines, services in 
the cloud or voice over Internet, in re-
cent years we are witnessing the emer-
gence of  alternatives to the standards 
developed by large companies, which of-

Category Description/Conventional products Alternatives

Audio/
Video/
VoIP

The spread of  the use of  alternatives to conventional telephone services through 
Voice over IP (VoIP) services is not related with the revelations made by Edward 
Snowden, which made it even clearer that telephone calls are not safe from being in-
tercepted. In reality, resorting to programmes such as Skype (Microsoft), Hangouts 
(Google) and VoIPbuster (Betamax GmbH & Co KG) is related with more competi-
tive tariffs that include similar services and even additional benefits without cost 
(instant messaging, video-conferencing, party calls, etc.). The alternative offered 
by VoIP services offers not guarantee of  privacy, rather to the contrary. Already in 
2012, Skype was accused of  changing its infrastructure to facilitate the intercept-
ing of  conversations between users. It is for this reason that specific programmes 
emerge that make privacy their flag by promising a much more meticulous encryp-
tion of  communications. 

Jitsi Free and open-source multiplatform voice (VoIP), videoconferencing and IM 
application for Windows, Linux and Mac OS X with LPG license. It supports several 
popular instant-messaging and telephony protocols and also allows desktop sharing.
https://jitsi.org/ 

Redphone Open-source application with GPL license that provides end-to-end en-
cryption calls for users who have this app installed, securing their conversations so 
that nobody can listen in. 
https://whispersystems.org 

Tox Program that offers users video-conferencing, calls and text messaging, prior-
itising privacy and without added cost or advertising contents.
http://tox.im 

Cloud 
storage

The combination of  growing needs for storage and tendencies in the area of  mobility 
led to the arrival of  the “cloud”: remote storage solutions that are easily accessible 
from any device connected to the Internet. There are true “farms” of  interconnected 
servers that are designed simply to offer back-up copies and storage services. Today, 
services such as Google Drive, iCloud and Dropbox head up cloud storage solutions 
for small and medium-sized users. However, leaving a copy of  our information in the 
hands of  others, without knowing who has access and it being stored in unknown 
places whose legal frameworks we ignore, cannot give us the greatest peace of  mind. 
Above all, if  we are talking about documents that contain sensitive information or 
that reveal secrets to the public (and have to be deposited in a 100% anonymous way). 
 In the case of  the service offered by Google, one of  the main risks is that the ac-
cess is linked with the rest of  the services through a unique user identifier, expos-
ing access to files if  one is does not take special care to close the session. 
 The need for cloud storage services with special privacy protection is a demand 
that is gradually being attended. Of  course, the most secure option will always be to 
store the files in a device without any kind of  connection to the Internet. 

DocumentCloud Privacy-friendly alternative to Scribd. DocumentCloud runs every 
document you upload through OpenCalais, giving you access to extensive informa-
tion about the people, places and organizations mentioned in each.
https://www.documentcloud.org/home

SecureDrop Open-source software platform for secure communication between 
journalists and sources (whistleblowers). It was originally designed and developed 
by Aaron Swartz and Kevin Poulsen under the name DeadDrop.
https://pressfreedomfoundation.org/securedrop

SpiderOak Makes it possible for you to privately store, sync, share & access
your data from everywhere, based on a “Zero-knowledge” environment. 
https://spideroak.com/ 

Tresorit Storage for digital valuables, anywhere accessible, safely shareable. High-
est-grade encryption protects every aspect of  the content management in the cloud.
https://tresorit.com 

Drive  
Encryption

Even if  a storage device is not connected to the Internet, if  it is robbed or confiscat-
ed it can be examined without any problem if  it does not have good encryption. An 
additional security mechanism consists of  codifying, not only information exchang-
es, but also the information in itself, available on our local storage unit. Hard disks 
do not come with an encryption system by default, therefore if  we want to increase 
security, we will have to configure it ourselves. 

Bitlocker Full disk encryption feature included with the certain versions of  Win-
dows, designed to protect data by providing encryption for entire volumes. 
http://www.microsoft.com/en-us/download/details.aspx?id=7806 

E-mail The majority of  private individuals use email accounts based on webmail systems, 
in other words, the access, management and storage of  our virtual correspondence 
is entrusted to large corporations that offer said services: MSN (Microsoft), Gmail 
(Google), Yahoo!, etc. In so far as they are free products, the profitability of  webmail 
is based on anonymised surveillance of  a commercial nature, with regard to adapt-
ing the resulting advertising according to the users’ characteristics. Furthermore, 
evidence on mass espionage by public intelligence agencies have shown that if  we 
wish to defend the privacy of  electronic communications, conventional security 
levels are never sufficient and it is necessary to go further. The alternatives include 
encryption keys, projects offering webmail with guarantees and even “disposable” 
email addresses. 

Enigmail Security extension to Mozilla Thunderbird and SeaMonkey. It enables 
you to write and receive email messages signed and/or encrypted with the Open-
PGP standard.
 https://www.enigmail.net 

GnuPG (GPG) Gnu Privacy Guard or GPG is a tool for encryption and digital sig-
natures, a substitute for the PGP (Pretty Good Privacy) system with the advantage 
of  being free software licenced under GPL. GPG uses the IETF standard known as 
OpenPGP. https://www.gnupg.org 

MailPile “Webmail” project that allows you to choose between using your own com-
puter as server, so you have control over your data and your privacy, or running 
MailPile on a computer in the cloud. 
https://www.mailpile.is 

RiseUp Project to create democratic alternatives and practice self-determination by 
promoting secure means of  communication. It offers privacy-friendly webmail: en-
crypted traffic, location anonymity, IP anonymity, etc. 
https://www.riseup.net/ 

IM (Instant 
Messaging)

Instant messaging offers communication in real time through text and was popu-
larised several years ago thanks to the clients offered by MSN Messenger, ICQ, and 
AIM. Today there are dozens of  options available, some based on the XMPP open 
protocol. The IM system has widely spread its use through mobile terminals, prom-
inently with programs such as Line, Hangouts (Google), WhatsApp, Facebook Mes-
senger, and tending towards multimedia exchanges, which completes the communi-
cation with images, sounds, and videos. Some of  these options for communication 
have shown serious vulnerabilities. However there can be no doubt that in the case 
of  these tools, those who show most curiosity in spying on us, are precisely people 
from our environment: one only has to take a glance at the Internet to see the great 
demand for and supply of  tools for intercepting conversations. In the area of  instant 
messaging is precisely where a great range of  alternatives has emerged that affirm 
the protection of  user privacy. 

Chatsecure Free and open-source encrypted chat client for iPhone and Android that 
supports “Off-the-record” (OTR) encryption over XMPP.
https://chatsecure.org

Cryptocat Open-source, freeware, accessible app developed by encryption profes-
sionals that offers encrypted chat in the browser or the mobile phone. Even the Cryp-
tocat network itself  can’t read your messages.
https://crypto.cat

Telegram Telegram Messenger is a cross-platform messenger whose clients are 
open-source. Telegram users can exchange encrypted and self-destructing messag-
es, photos, videos and documents (all file types are supported). 
https://telegram.org 

TextSecure Encrypts your text and chat messages over the air and on your phone. All 
messages are encrypted locally, so if  your phone is lost, your messages will be safe. 
https://whispersystems.org/#encrypted_texts 

Password 
manage-
ment

When we are warned to choose a secure password, it is absolutely no exaggeration. 
The capacity to discover and predict passwords has acquired terrifying levels of  so-
phistication. One of  the greatest errors and risks is that of  using a single password 
for everything or almost everything. SplashData publishes each year its list of  the 
25 most common passwords, also showing their lack of  security. In 2013, the ranking 
was headed by “password” and “123456”. Faced with the idea of  having to remem-
ber hundreds of  user names and passwords, often people resort to using a password 
manager; the fragility of  centralising all access information in a single place makes 
it fundamental to choose a manager in which we can trust. But, however secure a 
password may be, a large part of  the responsibility lies with the organisations that 
we access, as there have been numerous cases where databases have been hacked 
and access gained to user passwords on a massive scale.

Encrypter Open-source, “Zero-Knowledge”, cloud-based password manager, key/
value store and e-wallet. 
https://encryptr.crypton.io/ 

KeePassX Saves many different pieces of  information e.g. user names, passwords, 
urls, attachments and comments in one single database and offers a basic utility for 
secure password generation.
https://www.keepassx.org 

LastPass Award-winning password manager, it saves your passwords and gives you 
secure access from every computer and mobile device.
https://lastpass.com 

Polls Applications for the coordination of  events and electronic polls such as Doodle may 
reveal personal information regarding a user’s preferences or availability, manipu-
late their responses, and even lead to processes of  re-identification.

Dudle Privacy-enhanced poll generator. Access and edit is better controlled and polls 
are deleted automatically if  they are not accessed for more than 3 months. 
https://dudle.inf.tu-dresden.de/

ten create these services simply as bait 
for getting hold of  data (“the product is 
you”). The table that we reproduce be-
low, that does not aim to be exhaustive 
nor definitive, but illustrative, includes 
some of  the alternatives with the great-
est impact in spheres still controlled to-
day by those large corporations, as well 
as solutions that help to raise awareness 
of  how personal data are (mis)managed 
in the digital world. With different levels 
of  user-friendliness, privacy protection, 

and implementation, they sketch a map 
of  what could be the future of  electron-
ic self-defence: a world in which the cli-
ent-product is affirmed as a citizen and 
demands control over the data he or she 
generates and the information deriving 
from them.
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Data doubles

Privacy 
Pack

Some online environments and operating systems give a certain sensation of  fragility in terms of  
privacy. The usability, compatibility, and interoperability that they offer (between programs, ser-
vices, devices, etc.) are possible in many cases thanks to transfer of  personal information (totally 
or partially anonymised). This is largely the basis for making a profit from such undertakings, as 
direct payment for the service is not as attractive for the consumer. Whether in Windows, Apple 
or Android environments, the idea of  leaving an information trail can be very concerning, there-
fore some developers have created complex multiple action tools that help to counteract the at the 
same time several of  the problems raised here, and thus not have to keep an eye on maintaining a 
long list of  applications. 

Disconnect Toolkit with private browsing, private search, website’s privacy policy 
preview, kids privacy and secure wireless. https://disconnect.me 

Freedome Security and privacy pack for mobile devices: Safe Browsing, IP-mask, 
untraceability, WiFi Security, anti-phishing, anti-virus… http://freedome.f-secure.com 

Tails “TheAmnesicIncognitoLiveSystem” is a live operating system, that you can 
start on almost any computer from a DVD, USB stick, or SD card. It uses the Tor net-
work, leaves no trace on the computer, and uses state-of-the-art cryptographic tools 
to encrypt your files, emails and instant messaging. https://tails.boum.org 

Search 
engine

While many of  our emails or calls may turn out to be boring and completely lacking in interest for 
data mining experts, our Internet searches using engines such as Google or Bing (Microsoft) say 
what we are concerned about or searching for at any time: true digital gold. If  it turns out to be 
something that can be sold (whether a bicycle, a cure for baldness or a partner), there will always 
be an advertiser wanting to know who his potential customers are to brandish a banner to guide 
them. Equally, if  what we are searching for in the online oracles is to purchase large quantities of  
fertiliser, a copy of  the Quran or a forum in which to share our unhappiness towards the authori-
ties, we may rather attract the intention of  the intelligence services, opening up the possibility of  
our being classified as potential delinquents and the surveillance to which we are subjected will 
be even more intensive.

DuckDuckGo Emphasizes searchers’ privacy avoiding personalized search results. 
It generates its results from key crowdsourced sites such as Wikipedia and from 
partnerships with other search engines like Yandex, Yahoo!, Bing and Wolfram- 
Alpha. https://duckduckgo.com 

Ixquick Powerful search engine that does not collect or share any personal infor-
mation and offers an International Phone Directory and access to 18 million hours 
of  video with Ixquick’s Video Search. https://ixquick.com 

Startpage Anonymous search engine that shares the same privacy policy as Ixquick. 
It does not record your IP address or track your searches. Awarded the European 
Privacy Seal. https://startpage.com 

Social 
networking

The Social Networking Services (SNS) such as Facebook, Twitter, Tuenti and MySpace are not paid 
for with money, but with data. Undoubtedly, to make the best use of  these services the best course 
of  action is to adjust one’s virtual identity with one’s real identity (in order to be found and make 
oneself  known); this allows these companies to produce better adjusted profiles, but in terms of  
privacy, users are exposed to levels of  transparency that are not always desirable. Before the false 
myth that what is exposed on social network services is “public” information, use can be made of  
these environments that is limited to one’s closest circles, therefore talking about privacy on the 
social networks should not be a paradox. Although circulation on a network is more efficient when 
the minimum number of  nodes possible have to be crossed, some initiatives aim to offer less hier-
archized, more distributed and decentralised SNSs, free of  commercial surveillance and without 
a “back door” offering access to prying eyes. 

Diaspora Emerged in 2010 as an alternative to Facebook. It offers the first commu-
nity-run, distributed, decentralized and privacy-aware social network which puts 
users in control of  their data. 
https://joindiaspora.com 

N-1 Non-profit “techno-political device” that promotes the use of  free tools, developed 
and self-managed from a horizontal and antagonistic ethic. It is one of  the networks 
of  Lorea, a project that encompasses several social networks and pursues their fed-
eration, also linked with Rhizomatik Labs.
https://n-1.cc

Web 
navigation

Web navigation is the entrance door to the exchange of  a broad volume of  online information. Many 
applications use the browser directly as an interface for their use, and it stores an infinite amount 
of  information that says a great deal about us: cookies, browsing history, bookmarks, user names 
and passwords, and even data previously entered on forms. The private browsing option does not 
guarantee that no tracking of  our session will take place. Browsing in itself  is full of  risks even if  
we are careful: illegitimate screen captures, phishing, spambots… there are even Trojans that can 
take control of  your webcam. The most common protocol for secure navigation is HTTPS, which 
prevents bugs and “man-in-the-middle” attacks, but every precaution must be taken: antivirus, fire-
wall, malware detectors, anonymizers, etc.

Anonymizer Proxy server computer that acts as an intermediary and privacy shield 
between a client computer and the rest of  the Internet. It accesses the Internet on 
the user’s behalf, protecting personal information by hiding the client computer’s 
identifying information.
http://www.livinginternet.com/i/is_anon_work.htm 

Bleachbit Quickly frees your cache, deletes cookies, clears Internet history, shreds 
temporary files to prevent recovery, deletes logs, and discards junk you didn’t know 
was there.
http://bleachbit.sourceforge.net 

Do Not Track Technology and policy proposal that enables users to opt out of  track-
ing by websites they do not visit, including analytics services, advertising networks, 
and social platforms.
http://www.donottrack.us 

HTTPS Everywhere Firefox, Chrome, and Opera extension that encrypts your com-
munications with many major websites, making your browsing more secure. https://
www.eff.org/https-everywhere 

Maskme Beats spam, stops telemarketing and prevents unwanted charges and fraud 
by offering you to mask your email, phone, and credit card as you browse and shop 
on the web.
https://www.abine.com/maskme/ 

Privacy Badger Browser add-on that stops advertisers and other third-party track-
ers from secretly tracking where you go and what pages you look at on the web. htt-
ps://www.eff.org/privacybadger

Tor Widespread privacy-friendly web browser. Tor is free software and an open net-
work that helps you defend against traffic analysis. https://www.torproject.org 

“Data doubles” are the collection of  
information we leave behind, or have 
stored about us, which amount to a sec-
ond, non-bodily image of  our lives. This 
non-corporeal “body” of  sorts, more com-
monly known as a ”digital footprint”, 
consists of  the collection of  all the dif-
ferent digital traces we leave behind as 
citizens and consumers. While the ex-
istence of  information about us outside 
ourselves is nothing new, the data dou-
ble hints at the existence of  data in dig-
ital form, which has allowed the rapid 
growth of  new ways to process, combine, 
and analyse this data. A relatively fully-
formed data double could be composed 
by the association of  a few discrete pro-
files: combining one’s online purchase 
history, social media profile, and mobile 
location tracking data can yield a dense 
picture of  one’s life.
 These are almost inevitable by-prod-
ucts of  a digital age, and the use (and 
abuse) of  data doubles – which are not al-

control and online reputation tools, the 
use of  data doubles can have very specif-
ic impacts on our daily lives in ways that 
we can’t always control, or can potential-
ly entrench social inequalities.
 The growing reliance on data dou-
bles comes from faith in the veracity of  
data, but the potential for inaccuracy in 
this data can lead to damaging social out-
comes. The image that is produced when 
aggregating bits of  information from our 
daily digital activities is often a carica-
ture of  the self. One of  the best examples 
of  this is how one’s creditworthiness, in 
the case of  identity theft, may not reflect 
one’s real-life trajectory. The reliance on 
data doubles also reshapes the relation-
ship between citizens and the state. But 
with states turning to data, and away 
from trust, people are recast as poten-
tially suspicious data points rather than 
as citizens.

ways accurate representations of  the self  
– is widespread. One of  the most frequent 
uses of  data doubles is for categorization. 
Some applications of  categorization en-
able relatively harmless practices, such 
as advertising on social media tailored 
to users’ tastes and habits. However, be-
cause of  the association of  data doubles 
with authenticity – data “doesn’t lie” – 
such personal information has enabled 
a range of  more pernicious forms of  so-
cial sorting. Passenger name records gen-
erated by airlines, which are now shared 
internationally, can potentially be used 
to create a complete profile of  a pas-
senger based on flight information and 
even meal choice, and decisions about 
the trustworthiness of  travellers can 
be derived from such information. Also, 
with insurance companies keen to buy 
individuals’ registration plate tracking 
data from police to fine-tune the premi-
ums they charge, and with risk-scoring 
methods increasingly applied for border 


